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From “FASMEE Update,” TFRSAC 2016:

Background of FASMEE

Grew out of a need for a collaborative

data set across the research community
to:

— Evaluate current fire models
— Develop next generation fire models
— Assess new measurement techniques

2008 Core Fire Science Caucus & 2011
RxCADRE did this informally

Formalized through several JFSP grants:
— RxCADRE (2012), FL
— JFSP Smoke workshop (2013), Reno
— FASMEE (2015)




From “FASMEE Update,” TFRSAC 2016:

FASMEE Quick Overview - Ideas

Perform a sequence of large (>500 acre)
prescribed burns

— Intensively instrumented

— High end of fuel load range

— High end of fire intensities

At least two locations
— Southeastern U.S.
— Western U.S.
— Maybe Canada*

Key observations across 4 disciplines
— Fuels and consumption
— Fire behavior and energy
— Plume development and meteorology
— Smoke emissions and chemistry
Burns will also provide an opportunity

for additional, externally funded
measurements




Data-fusion logistics concept (original plan)
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Coordination Proiact Lezd Consultations with Modelers,
Committee €—> roject Leads e Scientists & Practitioners
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Fuel & Fire behavior & Meteorology & Smoke & Model €—— Data Manager
Consumption Energy Plume Chemistry Simulation
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Phase.l. Funded e i o
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Management Plan & IAP
February 2017
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: management, host agencies,
* and data collection, analysis
Final Report, Manuscripts & and repository

Data Repository
2021
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Changes 2016-2019:
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Summary of FASMEE changes:

-“FASMEE Lite” will include fewer investigators per team
-Disciplines largely the same; Fire Effects added

-Aviation component smaller; UAS provide the only airborne
observations/sampling for Spring 2019 burns

-Investigators mostly self-funded
-Spring 2019 weather a challenge
-Some integration with FIREX-AQ (Fall 2019 flights)

-Proceeding with plans assuming 2020-2021 burns in SEUS
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UAS Lead for FASMEE

Airborne Systems Testing for Environmental Research
* FAA Test Site Node (airspace access advantage)
* UAS fleet for field deployments

* Instrument development & testing
* Local training range




Instrument and UAS payload development for fire measurements

« Real-time measurement/telemetry of CO, CO,, PM, T, rH, pressure...
» Additional sensors possible based on desired applications

« Airborne emissions sampling payload for detailed trace-gas and VOC
measurements

e Sonic anemometer
« Repeatable, on-demand soundings
« Weather aloft; readings across process thresholds (e.g. plume boundaries)
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UAS Measurements based on FASMEE specifications

Atmospheric sensing and sampling:
-Air quality (PM, CO, CO,, Os...) R =
-Air sampling (VOCs, trace gases) e |
-Meteorology (soundings, modeling)
-Combustion efficiency and MCE
-Plume development & movement e
-Diurnal and nocturnal measurements planned B 1-butene + isobutene
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Additional UAS payloads/missions for FASMEE:

 Airborne biological assays (airborne microbes in dust and smoke): Ul collaboration
« Soundings can be integrated into detailed local forecasts & plume models: UU/NCAR collaboration
« EPA-developed emissions payload (Gullet et al.):




Use Case: Fire and Smoke
Model Evaluation Experiment

(FASMEE): UAS Operations

USFS UAS Policy

Who needs or
desires to operate
a UAS—a Forest
Service employee
or an external
entity?

External
entity

Forest
Service
Employee

Next page-
Employee
UAS Request

UAS Request Processing Flow

Is the proposed UAS
use intended for only
recreational purposes
(not to accomplish any
work, research, data
gathering, or profit)?

Direct the requestor to FAA
Advisory Circular 91-57A
or AC 107-2 and provide
Forest Service UAS Policy
and Requirements.

See Scenario #3

y a cooperator
(other Federal,
State or Local
Government) or a
potential cooperator
providing a service
for the FS?

Is the external
entity a
University?

The UAS operation

is a commercial (not
recreational) endeavor.
See UAS Request for
Commercial Purpose

Does the Forest
Service have any
interest in the
product that may
be produced by the
UAS mission (video,
still photos, digital
data, etc.)?

Does the Forest
Service have any
interest in the
product that may
be produced t

UAS missior ;
still photos, digital
data, etc.)?

Create or
Modify
Cooperative
Agreement
to include
UAS data. See
Scenario #7

Evaluate to see

if a special use
authorization is
needed. De-conflict
local airspace per local
Forest protocols.

Create or
Modify an
MOA or MOU
(if applicable)
to include
UAS data. See
Scenario #1

See scenario #1
Operator will

need a Special Use
Permit if there is no
collaboration with
the FS. See Special
Use Authorization
for UAS (Commercial
Purposes) flow chart




Use Case: Fire and Smoke
Model Evaluation Experiment

(FASMEE): UAS Operations

USFS UAS Policy

UAS Request for Commercial Purpose

Is the primary purpose for the
commercial UAS operation to provide
information to the Forest?

Does the Forest Service have any interest
in the product that may be produced

by the UAS mission (video, still photos,
digital data, etc.)?

To operate for the agency, commercial
UAS vendors need to be under

a procurement document. Time
constraints to get procurement in place
must be considered.

Is the proposed UAS mission for Fire
Suppression/Prescribed Fire Use?

The IC should refer the offer to the
NIAC IAFUASS (National Interagency
Aviation Council Interagency
Aviation Fire UAS Subcommittee)
via the Forest Service aviation
manager. Scenario #11

Refer the requestor to

« The FAA website for
Part 107 to ensure
requirements are met

- The local Ranger District
as they may need Special
Use Authorization

« The local Dispatch Center
to help de-conflict
airspace

See Scenario #2 and

Scenario #4

See UAS
Resource Project
Workflow chart




Use Case: Fire and Smoke
Model Evaluation Experiment

(FASMEE): UAS Operations

USFS UAS Policy

Has the employee
considered
alternative methods
to accomplish the

Has project
planning per FSM
5711.04c been
conducted?

Is a UAS the most
efficient and

the least risk for
accomplishing the
work?

Does the employee
personally have
access to government
owned and operated
unmanned aircraft?

Contact Forest
Service UAS
Program Manager
for additional
information. See
Scenarios #5, #9
and #10

Employee UAS Request

Develop and
evaluate alternatives.
Is there a better
alternative than
utilizing an aircraft?

Conduct a cost/
benefit analysis and
a risk assessment.

to contract the
use of a UAS?

Has the UAS Mission
Request Form been

Submit signed and
completed form to

local aviation officer for
submittal to the RAO.
Begin UAS contracting
process. See Scenario #8

Plan alternate

means of

accomplishing

the work

Does the employee
desire to use a
-orest Service-

od UAS?

Complete and
submit a UAS
Mission Request
Form

Use of cooperator
aircraft with

DOI could be
considered. See
Scenario #7

Government
owned,
government
operated. See
Scenario #6




Use Case: Fire and Smoke
Model Evaluation Experiment
(FASMEE): UAS Operations

USFS UAS Policy*

*Each agency has its own set
of policies, regulations,
procedures, and people who
interpret and apply them.

UAS Resource Project Flow

Unit or Forest
Aviation Manager
Engaged. UAS
Project request
Form completed

Local Unit
Request

WO approval of
project

Project meets
Part 107 or FAA
Agreement

Projects
Terminates

UAS acquired

through Local Unit
cooperator, coordination
contractor or FAO/PAO/
fleet Dispatch

Traditional
Remote Sensing
Project Planning

Is UAS the™<
appropriate
Platform?

) ) Project Planning including
PASP Review a Project Aviation Safety
FAO/RASO/RASMI Plan (PASP)

» <_FAA Approval

approval for ’ Yes

COA
No

Projects
Terminates

| Flight Data Dellver
Operatlons > Management [—> Products to
Process Field
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Ironic results

-Poorly planned and executed UAS regulations
inhibited growth of the US commercial UAS industry.

-Regulations were relaxed ca. 2017 (14 CFR 107)

-However, by then manufacturers from China
presented difficult competition for manufacturers
from the US and elsewhere.

-Affordable sUAS technology began to proliferate
rapidly in universities, emergency management, and
among DoD users...
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Some interesting cybersecurity considerations

“I have confirmed that [DJI’s] software is indeed malicious...this software creates over
1000 files and spawns multiple processes during install. During the process, it issues
commands meant to disable and remove Windows Anti-virus software and the firewall:

Process "cmd.exe" with commandline "/c powershell Set-MpPreference -DisableRealtimeMonitoring $true"
Process "powershell.exe" with commandline "powershell Set-MpPreference -DisableRealtimeMonitoring $true"

Process "sc.exe" with commandline "sc stop WinDefend"
Process "sc.exe" with commandline "sc delete WinDefend"

At this point, | am 100% confident that the software currently provided by DJI is malicious
in nature and should not be trusted. Hopefully, [FBI analysis team] will be able to provide
more context—how long they have been compromised and if it is indeed a nation-state

level attack.”

-DRI Information Security Officer (SANS instructor/GIAC-certified)



